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Al Disclosure -- SOSA DevOps

Ef fective: 2026-05-15

Applies to: SOSA DevOps desktop application, version 1.0 and | ater
Provi der: Soverei gn Systens, Thail and

Contact: ai @overei gnsystens. cc

Thi s document fulfils the transparency obligations that apply to the SOSA DevOps deskt op
application under the European Union's Al Act (Regulation (EU) 2024/1689), in particul ar
Article 13's transparency requirement for Al systens that interact with natural persons.
It is also a plain-language description of how Al works inside the application, witten
so that any user -- not only EU users, not only legally trained users -- can read it and
under st and what is happeni ng.

If you have not yet read the Privacy Policy and the Ternms of Service, this docunment
depends on them They define Vault A, Vault B, and the Al Disclaimer; this docunent
references all three and does not repeat the full text.

1. Purpose

SOSA DevOps invokes Al Mdels on your behalf to produce text -- chat responses,
retrieval -augnmented answers grounded in your indexed docunments, and (in future versions)
agentic plans. Because you are interacting with an Al system you are entitled to know

* that Al is in use,

* which Al is in use,

* where the Al runs,

* what is |ogged,

* what your rights are,

* and where the systemis **not** authorised to operate.

Thi s docunent answers each of those questions for v1.0.

2. Al Features in SOSA DevQps

The Software exposes Al through the following features in vl1.0:

Local LLM chat (Synapsis nmodule). A conversational interface that sends your pronpt to a
locally running Large Language Mddel and renders the response. The Mdel is one you have
pulled through Alama -- for exanple Llama 3.1 (Meta), Qwmen 2.5 (Alibaba), Mstral
(Mstral Al), Phi 3 (Mcrosoft), CGenma (Google), or another nodel from the catal og. The
Sof tware does not pre-select a Mbdel for you; you choose.

Retri eval - Augnented Generation (RAG. Wen you have indexed a corpus of docunents, the
Sof tware enbeds each docunent chunk using a |ocal enbedding nodel -- nom c-enbed-text
(English-default) or nom c-enbed-text-v2-moe (nultilingual; supports Thai, Vietnanese,
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and ot her Sout heast-Asi an | anguages al ongsi de nmaj or world | anguages). At query tine, the
Sof tware searches the enbeddings via a SQite vecO nearest-nei ghbour index, joins the
retrieved chunks into a context w ndow, and passes them with your pronpt to the LLM
Retrieved chunks are logged to Vault B as rag retrieval rows (see Privacy Policy 85).

Persona system Personas are structured prompt-prefix tenplates that shape the LLMs
tone, role, and constraints. A persona is not a separate Al surface; it is a system
nessage prefix the Software prepends to your pronpt before sending it to the LLM You
can create, edit, and delete personas. The Software ships with a default set; replacing
themis supported.

Agentic routing pipeline (architecture). The application architecture defines a pipeline
-- classify, context, privacy, plan, critic, execute, review, |edger -- for multi-step
agent wor kf | ows. The architecture is docurent ed in
docs/ architecture/ CHAT_AGENTI C_ ROUTE. nd. Full agentic routing is not wired in vl1.0. The
pipeline scaffolding exists; the user-facing surface is post-launch. v1.0 chat is
single-turn LLM chat (with optional RAG, not nulti-step agent execution.

External APl providers (deferred). The architecture supports user-keyed external API
providers. None are wired in v1.0. The "External Providers" tab shows every provider as
Di sabl ed. v1.1+ adds DeepSeek as the first concrete external provider, after which this
docunent wll be revised. See 89 for the constraints that wll apply when external
providers are wred.

3. How Al Processing Wrks

Al'l Al processing in v1.0 happens locally on your device. This is the core architectural
conm tnent of SOSA DevOps and the reason the application can give the privacy guarantees
it does.

The processing flow for a typical chat turn is:

1. You type a pronpt in the Synapsis chat conposer.

2. The Software (in the Tauri webview, witten in TypeScript and React) packages the
pronpt with any persona prefix and any RAGretrieved context.

3. The packaged payload is sent over a |ocal host HTTP request (127.0.0.1:11434) to the
A lana runtine that you installed separately.

4. Olama loads the Mdel into nenmory (CPU or GPU, depending on your hardware) and
produces a response, stream ng tokens back over the sane | ocal host connection.

5. The Software displays the streamed response, and at the end of the turn wites the
prompt, the RAG context (if any), and the response to Vault B (interaction-log.jsonl),
with the matching cryptographic seals in Vault A (audit-chain.jsonl).

Several properties follow fromthis flow

* **No pronpt or response |eaves your device.** The |ocal host interface (7127.0.0.1")
is a | oopback address; it does not produce a packet on any network. You can verify this
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wi th any network nonitor.

*  **No upload, no sync, no telenetry.** The Software does not transmt your pronpts,
responses, or RAG context to Sovereign Systens or to any third party. There is no code
path in the Software that does this. (See Privacy Policy 83.)

* **Nbdels do not learn fromyou.** Olama perforns **inference**, not training. The
Model 's weights are frozen at the version you pulled; running the Mdel does not update
its parameters. Your pronpts are not aggregated, sanpled, or fed back to the Mdel's
author for retraining. The sane applies to the enbeddi ng nodel s used for RAG

* **The application does not pre-process your pronpts in a hidden way.** The only
systematic addition to your pronpt is the persona prefix you have chosen and the RAG
context that you have configured. There is no covert system pronpt extracting structured
data fromyour input for any other purpose.

4. Al Operation Logging -- Vault A and Vault B

Every Al action the Software perforns is |ogged on your device. This is part of the
transparency commitnment of the application: you can audit what the application has done
in your name, when, and wi th which Mdel.

Vault A seals each Al event cryptographically. Per Privacy Policy 84, Vault A entries
contain tinestanps, event types, character counts, and content hashes -- never readable
content. Vault A is the answer to the question "did this happen?" wth cryptographic
certainty.

Vault B records the readable content of each Al interaction. Per Privacy Policy 85 and
the Interaction Log schema (docs/architecture/ | NTERACTI ON LOG SCHEMA. nd v1), each row
carries the pronpt, the response, or the RAG chunks, along with the nodel name, token
counts, and latency. Vault B is the answer to the question "what was actually said?"
for your eyes, for your nodel evaluation, for your fine-tuning curation.

The two files are paired. Each Vault B row carries a |inkedAuditSeal field that contains
the hash of its corresponding Vault A entry. You can cross-reference the two: open Vault
A to confirman event happened, then open Vault B to read what it contained.

You access both vaults fromthe application:

* Vault A: "Tools ? Open Audit Vault®
* Vault B: "Tools ? Open Interaction Log

You export Vault B in any of three formats: JSONL (raw vl schema), TXT (branded
transcript), or PDF (branded transcript with integrity certificate). You delete Vault B
per session via the type-to-confirm gate in the viewer; the deletion is perfornmed by
atomc rewite, preserving other sessions, and is itself sealed in Vault A

5. Your Rights Under the EU Al Act
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The EU Al Act establishes specific rights for users of Al systens. SOSA DevOps's design
honours each of the relevant rights for vi.0:

Ri ght to know when Al is in use. Every chat turn in the Software shows the Mddel name in
the response header (for exanple, "llama3.1:8b") and the persona attribution if a
persona was active. The presence of the Synapsis nodule itself is the disclosure that
you are talking to Al; we do not inpersonate a human.

Ri ght to human oversight. Every Al suggestion can be discarded, edited, or regenerated.
The Software does not act on Al Qutput w thout you. There is no auto-execute path in
v1.0 that takes an Al Qutput and uses it to nodify a file, send a nessage, or perform
any other action w thout your explicit confirmation. (Wen agentic routing is fully
wi red post-launch, this commitment will be reaffirmed: each step in an agent plan wll
requi re your review before the next step runs, unless you specifically configure the
agent to run autononmously, in which case you accept that responsibility.)

Right to explanation. This right is partially honoured because the internals of an LLM
are opaque even to its authors -- we cannot explain why a Mdel produced a specific
token. What we can explain, and do, is:

* the Mddel used (visible per turn),

* the persona prefix applied (visible in persona settings),

* the RAG chunks that were retrieved (visible in the Vault B “rag_retrieval ™ row,
with the source docunent path attached to each chunk).

For non-RAG turns, the explanation surface is "the Mdel produced this output from your
prompt"; we do not pretend to offer nore.

Ri ght to export Al operation history. Per-session export fromthe Vault B viewer in TXT,
PDF, or JSONL format. The branded PDF includes an integrity certificate.

Right to delete. Per-session delete fromthe Vault B viewer; whole-application renoval
by uninstalling and deleting the application data directory (the v1.1 in-application
"del ete everything" command will offer a nore convenient surface).

Right to lodge a conplaint. EU users may conplain to the Al Ofice once it is fully
operational, or to the data protection supervisory authority of their nenber state for
any privacy-rel ated aspect of Al use.

6. Mbdel Provenance and Licenses

SOSA DevOps does not bundle, host, or distribute LLM weights. Wen the Software invokes
a Model, it invokes a Mdel that you have installed locally through Olama. The |egal
and provenance rel ationship for the Mddel is between you and the Mdel's author.

For convenience, the in-application catalog shows the Mdel nane, fanmily, paraneter
count, recomended hardware, and |icense at a glance. The |icenses you should expect to
see for the nobst common Model s are:
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* **|lama 3.1 (Meta)** -- Llanma 3.1 Comunity License

* **|lama 3.2 (Meta)** -- Llama 3.2 Comunity License

* **Qpen 2.5 (Alibaba)** -- Qaen Research License or Tongyi Q anwen License (varies
by paraneter size)

* **Mstral, Mxtral (Mstral Al)** -- Apache 2.0 (sone variants), Mstral Research

Li cense (others)
* **Phi 3 (Mcrosoft)** -- MT License

* **Gemma (Google)** -- Genma License
*  **DeepSeek- Rl, DeepSeek-V3 (DeepSeek)** -- MT License
*  **nom c- enbed-text, nom c-enbed-text-v2-nmoe (Nomic)** -- Apache 2.0

You are responsible for license conpliance with the Mdel you have pulled. Sone Mdel
licenses restrict commercial use, restrict use against the Mdel author's conpetitors,
i npose attribution requirenments, or limt redistribution. The catalog in the application
is descriptive netadata, not a legal authority; the authoritative license text is the
one published by the Mddel's author. Read it before you conmit to a Mddel for a use case
that depends on its |license ternms.

The full reference catalog with our reading of each Mdel's posture lives at
docs/ architecture/ MODEL_CATALCG nd. We update it as we add or audit nodels.

7. Risk Cassification Under the EU Al Act

The EU Al Act classifies Al systens into risk tiers: prohibited, high-risk, limted-risk
(transparency obligations apply), and m ninmal-risk.

SOSA DevOps's Al features are limted-risk. Specifically:

* The Software is a general -purpose creative and developer tool. It is not used for
any of the high-risk applications enunerated in Annex I|Il of the Al Act: education
access, enploynent decisions, access to essential public or private services, |aw

enforcenment, mgration and border control, justice and denbcratic processes, bionetric
identification, or critical infrastructure.

* The Software is **not a foundation nodel**. W do not train, fine-tune, or
distribute Mdels. W are a consuner of locally-installed third-party Models. The
general - purpose Al obligations on foundation-nodel providers do not apply to us. They
apply, separately, to the authors of the Mdels you choose to pull.

* The Software interacts with you, a natural person, and that triggers the
transparency obligation under Article 13. This docunent is the primary instrument for
satisfying that obligation. The in-application surfaces (nodel name in every chat turn,
the Synapsis nodule's clear Al framng, the access to Vault A and Vault B) are the
secondary instrunents.

We do not deploy Al in any decision-naking capacity that affects your legal rights, your
safety, or your access to essential services. If you choose to use Al CQutput for such
pur poses, you do so on your own judgnment and at your own responsibility, as discussed in
§8.
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8. CQut-of-Scope Al Uses

The Software is not authorised, validated, or warranted for the follow ng uses, and we
di scourage you fromrelying on Al Qutput for any of them

* medical advice, diagnosis, clinical decision support, or any aspect of patient
care;

* |egal advice, contract drafting for execution, or any aspect of |egal practice that
would normally require a licensed practitioner;

* financial trade decisions, investnent advice, or any decision affecting another
party's assets;

* safety-critical system control or any system whose failure could cause physical
har m

* biometric identification or surveillance;

* regul ated content noderation (for exanple, broadcast conpliance);

* decisions affecting an individual's access to essential services, education,
enpl oynent, or credit.

This list is also given in the Terms of Service 86. It is duplicated here because the Al
Di scl osure is the docunent a user reads when they want to understand the Al itself, and
"what is this Al not for?" is a question about the Al.

If your use case appears in the |ist above, the responsibility for that decision is
yours, and we recomend professional human review before any Al-influenced decision is
acted on.

9. External APl Providers -- Deferred to vl1. 1+

v1.0 ships with no external APl providers wired. The architecture supports them the
catalog tab shows them as Disabled; no code path produces a network request to any
third-party Al service.

When external providers are wired in vl.1+, this docunent will be revised to disclose,
for each provider:

* the provider's identity and jurisdiction,

* the provider's published privacy policy and Al policy,

* the data the Software sends (pronpt, RAG context if any, nodel paraneters),

*  the **Privacy Filter** preflight stage, which inspects and redacts the outbound
payl oad before the request |eaves the device. The Privacy Filter is currently a Stage 1
stub; its rule engine and redaction surface ship with the first concrete provider.

* the **|ogging behaviour** for external requests (Vault A seals the event; Vault B
records the pronpt and response wth “direction set to “user_to_api’ and
“api _to_local 7).

Until that document revision lands, the v1.0 invariant is sinple: no Al request |eaves
your devi ce.
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The first concrete provider on the roadmap is DeepSeek. The application's design treats
every external provider as a user-keyed integration: you bring the APl key, the Software
does not proxy through any Sovereign Systens server, and your billing relationship is
with the provider, not with us

10. Cont act

* Al-specific questions: "ai @overeignsystens.cc’

* Privacy questions: "privacy@overei gnsystens.cc’

* Legal questions: "|egal @overeignsystens.cc’

* Security disclosure: "“security@overeignsystens.cc’

If you are an EU resident exercising rights under the Al Act and you would like a
structured response, indicate that in your enmail so we can route it appropriately.

Sover ei gn Systens
Thai | and
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